Work via virtual solutions - WTS &
Remote Graphics (RG)

The two virtual solutions WTS and Remote Graphics enable access to data and applications
from AUDI AG.

This document serves as an aid for authorized persons to log in to WTS or Remote Graphics
with login via SecurelD (RSA).
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Quick Reference Guide - WTS

Before logging in to the gateway for the first time, please make sure that:
» you have an activated SecurID Card or RSA Token and the corresponding PIN.
= you have your Audi AD/Windows user and the corresponding initial password ready.

= you have the latest version of Citrix Workspace App installed on your computer.

1. Access:

Launch your web browser and open the URL: https://gateway.audi.de

2. Login:

a. Inthe login screen, select ,RSA (SECURID)“ in the "Authentication” area.

b. Enter your Audi AD/Windows user in "Username"

c. Toenter "PIN + token code", please note the correct entry of the data: first PIN and
then the current token code (without spaces) of your SecurlD Card. The token
generates a new code every 30 seconds. Every codecan only be used once for login and
after that it becomes invalid.

d. Now, quickly enter your personal password under "Windows password" and click on
Login.

Audi Remote Gateway GBZID

Authentication Login

Username
> PKI (SmartCard)

> RSA (SecurelD)
PIN + Tokencode

Windows Password

To access this portal it is required for external Clients that you have installed the latest Citrix Workspace App and for Audi Clients the current Citrix Workspace App SCCM packet.

Impressum | © AUDI AG. All rights reserved | Support: +49 841 89 36565

When you log in for the first time, you will be asked in the next step to change the initial
password sent to you into a permanent individual password. Please note the applicable
password guidelines of AUDI AG.
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Audi Remote Gateway Q11D

Additional Information Required

Please type your response below.

Password Expired. Please enter a new password

[

Impressum | © AUDI AG. All rights reserved | Support

After your login, the automatic Citrix check takes place: To do this, please confirm the pop-up
window* via "Detect Citrix Workspace app" and then click on "Open" and "Already installed".

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the
light version, with fewer features, in your browser.

Use light version
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This site is trying to open Citrix Workspace Launcher.

https://ropkiwin.audi.de wants to open this application.

\:' Always allow rgpkiwin.audide to open links of this type in the asscciated app

Just a moment, we're detecting if Citrix Workspace app
is already installed.

If Citrix Workspace app is detected, you will see a window in a few
seconds. Please choose Launch Application.

If no window appears, select from the options below.

Use light version Already installed

*(The display of the pop-up windows varies depending on the browser used).

After successful verification, you can select the "Audi WTS Desktop" application under
"Desktops” in the Audi Remote Gateway. This navigation item lists all WTS desktops for
which you are authorized.

o0
@ 00 =
Home Apps Desktops
Desktops

All (1) Favorites (0)

Audi WTS Desktop

Under Home / Favorites you will find all WTS and application systems that you have marked
as favorites.

Under Apps you will find all published apps for which you are authorized.
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3. Logout:
You end your WTS session via the logout function under Start -> user icon -> Sign out.

“ Firefox

&M
B vicare
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Important information for your work via the Audi Remote Gateway:

= Please make sure that your OneDrive client is active and you are logged in to access your
data.

* Files must not be stored on the local drive of the WTS system (C: drive). In particular, the
directory C:\Temp must not be used.

» For the storage of data, please use only OneDrive, SharePoint Online, shared network
drives or the user-specific directory C:\Users\<User Account>\AppData\Local\Temp

Help and support:

In case of technical problems, the Audi Service Desk is available on +49 841 36565 or the
Online Service Desk Portal during your WTS meeting.

AUDI AG, Mitarbeiter IT, Stand November 2022 5



Quick Reference Guide - Remote Graphics

Prerequisites for initial registration:

Before logging in to the gateway for the first time, please make sure that:
= you have an activated SecurlD Card or RSA Token and the corresponding PIN.
= you have your Audi AD/Windows user and the corresponding initial password ready.

= you have the latest version of Citrix Workspace App installed on your computer.

1. Access:

Launch your web browser and open the URL: https://gateway.audi.de

2. Login:

a. Inthe login screen, select ,RSA (SECURID)“ in the "Authentication” area.

b. Enter your Audi AD/Windows user under "Username"

c. Toenter "PIN + token code", please note the correct entry of the data: first PIN and
then the current token code (without spaces) of your SecurID Card. The token
generates a new code every 30 seconds. This can only be used once for registration and
then becomes invalid.

d. Now, quickly enter your personal password under "Windows password" and click on
Login.

Audi Remote Gateway axp

Authentication Login

Username
> PKI (SmartCard)

> RSA (SecurelD)
PIN + Tokencode

Windows Password

To access this portal it is required for external Clients that you have installed the latest Citrix Workspace App and for Audi Clients the current Citrix Workspace App SCCM packet.

Impressum | © AUDI AG. All rights reserved | Support: +49 841 89 36565
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After your login, the automatic Citrix check takes place: To do this, please confirm the pop-up
window* via "Detect Citrix Workspace app" and then click on "Open" and "Already installed".

Welcome to Citrix Workspace app
For the best experience, use the full set of features bundled with Citrix

Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the
light version, with fewer features, in your browser.

Use light version

This site is trying to open Citrix Workspace Launcher.

https://rgpkiwin.audi.de wants to open this application.

I:‘ Always allow rgpkiwin.audi.de to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace app
is already installed.

If Citrix Workspace app is detected, you will see a window in a few
seconds. Please choose Launch Application.

If no window appears, select from the options below.

Use light version Already installed

After successful verification, you can select the desired "RG" application in the Audi Remote
Gateway under "Desktops". This menu lists all RG desktops for which you are entitled.

Audi Remote Gateway

¢ Favorites ) Desktops 52 Apps

RG Lin Standard RG Standard

Under Home / Favorites you will find all RG and application systems that you have marked as
favorites. Under Apps you will find all published apps for which you are authorized.
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3. Logout:
You end your RG session via the logout function under Start -> user icon -> Sign out.

R =

A

-
A Access
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-

Change account settings -
Wiewer
Lock

Sign out

Firefox

McAfee

Microsoft Edae

=T

Notes for Remote Graphics (Windows):

» Please make sure that your OneDrive client is active, and you are logged in so that access to
your data is possible.

» For the storage of data, please preferably use OneDrive, SharePoint Online or shared
network drives.
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FAQ

Citrix Workspace App
How to configure Citrix Workspace app?

Citrix Workspace App does not need to be configured. It is sufficient to have the app installed
- there is no need to set up an account. The connection is established via the browser and the

URL https://gateway.audi.de.

What is the difference between Citrix Workspace App and the light version and how can it
be changed?

The light version does not have the same functionality as the Citrix Workspace app. Using the
light version therefore leads to functional restrictions.

You can select and activate the Citrix Workspace app after logging on to the Audi Remote
Gateway. To do this, click “Detect Citrix Workspace app”, click “Open” and “Already
Installed”.

Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the
light version, with fewer features, in your browser.

Use light version

This site is trying to open Citrix Workspace Launcher.
https://rgpkiwin.audi.de wants to open this application.

D Always allow rgpkiwin.audi.de to open links of this type in the asscciated app

Just a moment, we're detecting if Citrix Workspace app

is already installed.
If Citrix Workspace app is detected, you will see a window in a few
seconds. Please choose Launch Application.

If no window appears, select from the options below.

Use light version Already installed
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If you have accidentally selected the light version, you can change this as described below:

a) From the gear icon, select "Account
Settings"

Audi Remote Gateway Qo

# 3 ]

w 0o = Q @

Home
Welcome

Favorites

-

Aud| WTS Desktop

b) In Account Settings, click Change Citrix Workspace app and follow the instructions above
to enable Citrix Workspace app.

Audi Remote Gateway GBZ]D
A 88 | Q&

Home Apps Desktops

Aot

About

Log off

Advanced

Activate Citrix Workspace app
Downloads a fi dds this workspace to yo

Change Citrix Workspace app
Opens a pa Citr

Current status

How do | know if I'm using Citrix Workspace app or the light version?

When using the light version, the WTS session is displayed in your browser, whereas Citrix
Workspace app opens its own window.
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To make the distinction easier, a pop-up window appears when using the light version
with the following information:

Update Citrix Workspace App X

ACHTUNG:
B\, Fur eine fehlerfreie Arbeit dber das Remote Gateway ist
zwingend die Citrix Workspace App auf Ihrem PC notig!

1. Installieren Sie sich diese Gber
http://www.citrix.de/workspaceapp . Bei
Installationsproblemen der App wenden Sie sich an Ihren
lokalen IT Support.

2. Nutzen Sie immer den Einstieg ber den Button <Citrix
Workspace App ermitteln>. Um die Workspace App zu
aktivieren, klicken Sie im Audi Remote Gateway auf die
Kontoeinstellungen (Zahnrad-Symbol) und wahlen Sie dort
<Citrix Workspace App andern>

Die Option <Lightversion verwenden> deaktiviert die Citrix
Workspace App und fuhrt zu Funktionseinschrankungen.

ATTENTION
For error-free work via the remote gateway, the Citrix
pace app on your PC is

1. Install it from http://www.citrix.de/workspaceapp . If you
have any problems installing the app, contact your local IT
support.

2. Always use the <Get started> button <Discover Citrix
Workspace app>. To activate the Workspace App, dick on the
account settings (gear icon) in the Audi Remote Gateway and
select <Change Citrix Workspace App>

The <Use Light Version> option disables Citrix Workspace app
and causes functional limitations.

o]
Other functions

How can | change the Windows password via WTS and RG?
You can change your personal password in the context menu of your WTS session.

a) Todo this, open the context menu via the tab at the top of the screen:
b)  Click on the icon: CTRL + ALT+ Delete

B Audi WTS Desktop - Desktop Viewer = (] X

L (]

Ctrl+Alt+Del Preferences Full-screen Disconnect Shortcuts

*

B Audi WTS Desktop - Desktop Viewer — a X

ey (]

Ctrl+Alt+Del Preferences Full-screen Disconnect Shortcuts
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) In the "Change password" mask, you can assign a new
password by entering your user and your current password.

R d)  Confirm the new password by clicking on the arrow next to
the new password.

Change a password

Please make sure that you change the password before the
respective expiration date.

Before this expiration date, you will receive regular reminders
within your WTS /RG session.

Special features RG Linux:
A password change should always be done via a Windows-based device or via a WTS/RG
Windows session, to avoid connection problems.

Office 365 applications

What is the difference using MS Teams from within a WTS Session compared to using it on
Audi standard hardware and what needs to be considered?

In general, MS Teams on WTS has the same functionality as on an Audi device. Nevertheless,
there are some minor limitations:
- You can share either the camera image or the contents of your screen/window. Both
options are not possible at the same time.

- You cannot apply a background effect to your camera image.

To ensure good audio and video quality, the Citrix Workspace app needs to be used.

Why does the camera or microphone not work in MS Teams in the WTS environment?

Make sure you are using Citrix Workspace app and not the light version. Please note the Citrix
app information above.
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Why does the camera image disappear as soon as the screen is shared?

You can share your video when you're done

screensharing

: set to do not disturb. You'll only get notifications for urgent messages and from your priority contacts. Change setting

00:53
A\ We stopped your video when you started sharing.

The Teams version used on WTS is limited to one video channel. That means, you can present
either your camera image or the contents of your screen.

Why can't SharePoint Online sync with OneDrive?

=
P

Choose folders Storage capacity on WTS is limited. A total of 20 GB of
storage is available.

You can influence the storage space via the OneDrive
configuration: Here you can set which folders should be
synchronized. Please synchronize only essential files and
folders to save disk space.

o |
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